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Computer Networks 1-2 Introdution to Computer Networks and Intemet

EER internet

. énﬁtemet is known through its applications e
Streaming audio and video, chat rooms, and music (file) sharing. /
ernet is a network that

The World Wide Web, email,

e The Internet is a type of world-wide computer network. Int
interconnects millions of computing devices throughout the world.

e The Internet is a "network of networks" that consists of numerous academic,
business, and government networks, which together carry various information and

services, such as e-mail, web access, file transfer and many other.

e The Internet provides a much lower cost alternative to PSTN for S\.l\lppO‘I't of

multimedia applications. ¥ Losu A Y™/ Yo

Wie) ke
EEEHE Protocol and Standards =

e A protocol is a set of rules that governs data communications. Protocol defines the
method of communication, how to communicate, when to communicate etc.
Important elements of protocol are

1. Syntax 2. Semantics 3. Timing‘

1 ‘Qyntax

* Syntax means format of data or the structure how it is presented e.g. first eight
bits are for sender address, next eight bits for receiver address and rest of the bits
for message data.

2. Semantics
* Semantics is the meaning of each section of bits e.g. the address bit means the
route of transmission or final destination of the message.

3. Timing
* Timing means, at what time data can be sent and how fast data can be sent.

Standards
¢ Standards provide guidelines to the manufacturers, venders, government agencies

and service provider. It ensures the interconnectivity and compatibility of the
device.

e Standards help in maintaining market competitiveness

interoperability. gu ees

e Data communication standards are of two categories
a) De facto : De facto means by facts or by convention. The standards that are not

approved by any organization but are widely used are De facto standards, These
are established by manufacturers.

TECHNICAL PUBLICATIONS™- An up thrust for knowledge
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b) De jure : De jure means by 1

aw or by regulation. These are the standards that are
recognized officially by an organization.

EEA Types of Network

.Jf

lm.Local Area Network (LAN) | W Jo JoK
e The IEEE 802 LAN is a popularly used shared medium peer-to-peer
communications network that broadcasts information for all stations to receive.

e The LAN enables stations to communicate directly using a common physical
medium on a point-to-point basis without any intermediate switching node being
required.

* A LAN is a system composed of computer hardware and transmission media and
software.

* LANSs are privately owned networks within a single building or campus of upto
few km in range. It generally use only one type of transmission media,

* Depends upon application and cost, various topology used in LAN. (e.g. star, bus,
ring). '

e The basic idea of a LAN is to provide easy access to Data Terminal Equipment
(DTEs) within the office. These DTEs are not only computers but other devices,
such as printer, plotters and electronic files and databases.

A
) a i i) ’ 1 0.7 s
e Fig. 1.2.1 shows the local area networks. o), (o) e RE
Fig. 1.2.1 LAN
e LAN can provide users

1) Flexibility

2) Speed

3) Reliability

4) Adaptability

5) Security

6) Transparent i‘nterface

7) Access to the other LAN and WAN

8) Hardware and software sharing
9) Centralized management

- ——

10) Private ownership of the LAN.
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* Attributes of LAN

1) The LAN transmits data amongst user stations.

2) The LAN transmission capacity is more than 1 Mbps.

3) The LAN channel is typically privately owned by the organization using
the facility.

4) The geographical coverage of LANs is limited to areas less than ‘3 square
kilometers.

LLAN< are typically identified by the following properties -

L. Multiple systems attached to shared medium.

,Z. High total bandwidth (<10 Mbps)
Low delay

3
4. Low error rate
5

Broadcast NMulticast capabiliny
6. Limited geography (1-2 km)
7. Limited number of stations
8. Peer relattomshup between stal
9, Confined 1o privale property

The low level protocols wsed i such environments are different from those used
1IN WIE Aread Networks

The common  forms of LAN are those described by the IEEE standard 802. This
standard descnibes »';w-:.:'.:u:t upto and L!\\!n\hn}: OS] luyvr 2. lndividu;lls mny

build what !31(‘7. like on !n;' of these basic ;‘!‘n!n\nln.

A common set of higher level protocols 1s called TCP/IP which provides OS] lﬂyc
3 and 4 functionality, on top of this may be found a set of protocols commonly
called Telnet protocols.

At the lowest level the IEEE 802 specifications split into 3 corresponding to three
different but common LAN structures. These are -

802.3, 802.4, 802.5 standards for topology.

LANs are capable of transmitting data at very fast rates, much faster than data can
be transmitted over a telephone line ; but the distances are limited, and there is
also a limit on the number of computers that can be attached to a single LAN.,

The following characteristics differentiate one LAN from another :
1. Topology : The geometric arrangement of devices on the network. For
example, devices can be arranged in a ring or in a straight line.

2. Protocols : The rules and encoding specifications for sending data. The
protocols also determine whether the network uses a peer-to- peer or
client /server architecture.

TECHNICAL PUBLICATIONS - An up thrust for knowledas
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3. Media : Devices can be connected by twisted-pair wire, co-axial cables, or fiber
optic cables. Some networks do without connecting media altogether,
communicating instead via radio waves.

Im Metropolitan Area Networks (MAN)

A MAN, while larger than LAN is limited to city or group of nearby corporate
offices. It uses similar technology of LAN.

The Metropolitan Area Network standards are sponsored by the IEEE, ANSI and
the Regional Bell operating companies. The MAN standard is organized around a
topology and technique called Distributed Queue Dual Bus (DQDB).

MAN provides the transfer rates from 34 to 150 Mbps.

MAN is designed with two unidirectional buses. Each bus is independent of the
other in the transfer of traffic. The topology can be designed as an open bus or a
closed configuration.

MANSs are based on fiber optic transmission technology and provide high speed
interconnection between sites. It can support both data and voice.

MAN as a special category is that a standard has been adopted for them and this
standard is now being implemented. It is called IEEE 802.6.

m Wide Area Networks (WAN)

A WAN provides long distance transmission of data and voice.
A Network that covers a larger area such as a city, state, country or the world is

called wide area network.

The WAN contains host and collection of machines. User program is installed on
the host and machines. All the host are connected by each other through
communication subnet. Subnet carries messages from host to host.

Fig. 1.2.2 shows the component of WAN.

Hosts
LAN 3
Subnet Router

LAN1

KD %

Fig. 1.2.2 Wide area network
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® Subnet consists of transmission lines and switching elements. The transmission line
is used for data transfer between two machines. Switching elements are used for
connecting two transmission lines. Switching elements are specialized computers.
It selects the proper outgoing line for incoming data and forward the data on that
line. -

* The switching elements are basically computers and they are called packet
switching nodes, intermediate systems and data switching exchanges. These

switching elements are also called\gouters} .

* Each host is connected to a LAN on*which a router is present. Sometimes the host
can be directly connected to the router. The interconnection of routers forms the
subnet.

* In the WAN, when the packet is sent from one router to another via one or more
intermediate routers, the packet is received at each intermediate router in its
entirety. This packet is stored in that router until the required output line is free.
The subnet which uses this principle is called point-to-point, store and forward, or
packet switched subnet.

* Almost all the WANSs use store and forward subnets.
o If the packets are small and of same size, they are also called cells.

* In the point-to-point subnet, the router interconnection topology becomes
important. WANSs can also use satellite or ground radio system. The routers have
antenna, through which they can send or receive data, they can listen from
satellite.

e WAN uses hierarchical addressing because they facilitate routing. Addressing is
required to identify which network input is to be connected to which network
output.

lm Comparison between LAN, WAN and MAN

Parameter LAN C WAN. MAN
- Covers small area. ie. | Covers 40 large’ Covers 1
within the building. ¢ geographical‘areg. o LAN & si:fglelrer &‘Zﬁ
ganan NI - WAN.
Lowest. Moderate.
—ﬁ-—\

-

: Uses \
Uses moderately

__éxpensive equipment.
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Comparison between LAN and WAN

P "QfSr. No. LAN WAN
2 1. It covers small area. WAN covers large geographical area.

2. LAN operates on the principal of WAN operates on the principal of point
broadcasting. to point.

3. Used for time critical application. Not used for time critical application.

4. Transmission speed is high. “Transmission speed is low.

5. Easy to design and maintain. Design and maintenance is not easy.

6. LAN is broadcasting in nature. WAN is point-to-point in nature.

7. Transmission medium is co-axial or UTP  Transmission or communication medium
cable. is PSTN or satellite link.

8. I(;‘\l.:T does not suffer form propagation = WAN suffer from propagation delay.

elay.

EEXJ Wireless Networks

A wireless LAN or WLAN is a wireless local area network that uses radio waves
as its carrier. The last link with the users is wireless, to give a network connection
to all users in a building or campus. The backbone network usually uses cables.

Wireless LANs operate in almost the same way as wired LANS, using the same
networking protocols and supporting the most of the same applications.
s 4L

How are WLANSs Different ? 7oy e

IAAa- ¢ J ~

1. They use specialized physical and data link protocols ; depchnus dont

>

N oW o W

They integrate into existing networks through access points which provide a
bridging function
They let you stay connected as you roam from one coverage area to another

They have unique security considerations

. They have specific interoperability requirements

They require different hardware

They offer performance that differs from wired LANSs.

Physical Layer: The wireless NIC takes frames of data from the link layer,
scrambles the data in a predetermined way, then uses the modified data stream to
modulate a radio carrier signal.

Data Link Layer: Uses Carriers-Sense-Multiple-Access with Collision Avoidance
(CSMA/CA).

TECHNICAL PUBI_ICATTONS‘- An up thrust for knowledge
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° Network Topology

Wireless Access Points (APs) is a small device that bridges wireless traffic to your
network. Most access point's bridge wireless LANs into Ethernet networks, but
Token-Ring options are available as well. ‘

A family of wireless LAN (WLAN) specifications developed by a working group
at the Institute of Electrical and Electronic Engineers (IEEE). It defines standard for
WLANS using the following four technologies

Frequency Hopping Spread Spectrum (FHSS)

Direct Sequence Spread Spectrum (DSSS)

Infrared (IR)

Orthogonal Frequency Division Multiplexing (OFDM)
WLAN versions are : 802.11a, 802.11b, 802.11g, 802.11e, 802.11f, 802.11i

Ll S -

{GTU Z Winter-13;14

The physical topology of LAN refers to the way in which the stations are
physically interconnected.

Topology is also defined as, the manner in which nodes are geometrically
arranged and connected is known as the topology of the network.

Physical topology of a local area network should have the following desirable

features.

1. The topology should be flexible to accommodate changes in physical locations
of the stations, increase in the number of stations and increase in the LAN
geographic coverage.

2. The cost of physical media and installation should be minimum.

3. The network should not have any single point of complete failures.

Network topology refers to the physical layout of the network. Each topology has
its own strengths and weaknesses.

Four types of topologies are commonly used in the network. They are bus, star,
ring and mesh topology.

Bus Topology

Bus topology also called horizontal topology.
In bus topology, multiple devices are connected one by one, by means of
connectors or drop cables.

When one computer sends a signal up (and down) the wire, all the computers on
the network receive the information, but only one accepts the information (using
address matching). The rest discard the message.

TECHNICAL PUBLICATIONS"™- An un thrist far knawladna
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Server Node Node

\ T-Connection
A ,V\v\
Terminator

Node Node
Fig. 1.3.1 Bus topology

e Bus is passive topology because it requires termination. Cable cannot be left
unterminated in a bus network. Terminators were the 50Q resistors that were
connected to each end of cable.

Advantages of Bus :
1) Easy to use and easy to install.
2) Needs fewer physical -connectivity devices.
3) A repeater can also be used to extend a bus topology network.

4) Low cost.

Disadvantages of Bus :
1) Heavy network traffic can slow a bus considerably.
2) It is difficult to troubleshoot a bus.
3) Failure of cable affects all devices on the network.

4) Difficult to add new node.

EE¥] star Topology

e A star topology consists of a number of devices connected by point-to-point links
to a central hub.

e Easy to control and traffic flow is simple.

e Data travels from the sender to central hub and then to the receiver.

Advantages of Star Topology :
1) It is easy to modify and add new nodes to a star network without disturbing the
rest of the network.

2) Troubleshooting techniques are easy.

3) Failures of any node do not bring down the whole star network.

TECHNICAL PUBLICATIONS" - An up thrust for knowledge
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—_—
t

Node
')
Server Node
Switch
i Node
£ Node
{
‘ Node
Node
Switch
Node
Node
Node

Fig. 1.3.2 Star topology
Disadvantages of Star Network :

1) If the central hub fails, the whole network fails to operate.
2) Each device requires its own cable segment.

3) Installation can be moderately difficult, especially in the hierarchical network.
EEEY Ring Topology

* In a ring topology, each computer is connected to the next com
one connected to the first. The signals travel on the cable j
Since each computer retransmits what it receives.

puter, with the last
n only one direction.
* Ring is an active network. Termination is not required.
Advantages of Ring :
1) Cable failures are easily found.

2) Because every node is given equal access to the token, no

one node can
monopolize the network.

TECHNICAL PUBLICATIONS™. An 1in thrims et o .
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Disadvantages of Ring :

1) Adding or removing

nodes disrupts the
network.

Server

Node Node

2)It is difficult to

3) Failure of one node on

troubleshoot a ring

network.

Data
flow

Node Node

the ring can affect the
whole network.

4) Cost of cable is more

in ring network.

Mesh Topology

The mesh topology has a
link between each device in
the network. It is more
difficult to install as the
number of devices increases.

Mesh networks are easy to
troubleshoot.

Much of the bandwidth
available in mesh
configuration is wasted.

Most mesh topology
networks are not true mesh
networks. Rather, they are
hybrid mesh  networks,

which contain some most important sites with multiple links.

Advantages of Mesh :

1) Troubleshooting is easy. 2) Isolation of network failures is easy.

Disadvantages of Mesh :
1) Difficulty of installation.

\ Node /

Fig. 1.3.3 Ring topology

/

\

Fig. 1.3.4 True mesh topology

2) Costly because of maintaining redundant links.
3) Difficulty of reconfiguration.

TECHNICAL PUBLICATIONS™- An up thrust for knowledge

Scanned with CamScanner



—_
Computer Networks 1-12  Introduction to Computer Networks and Internet

IEH Comparison between Bus and Ring Topology

Sr. Bus topology Ring topology
No.
1.
Server \
Node Node Node Node
| |
r i
- -s— Buys
Node | Node I
Node Node
N /
1 Node
‘.5 Bus requires proper termination. Cable  Termination is not required.
cannot be left unterminated
. Bus is a passive network topology. Ring is an active network topology.
4. There is loss in data integrity as the bus  Transmission errors are minimized because
length increases. transmitted signal is regenerated at each
node.
D It uses point to multipoint It uses point-to-point communication links.
communication links. e,
6. Recommended when large number of  Recommended when moderate number of
devices are to be attached. devices are to be attached.

EEX3 Hybrid Topology

A hybird topology is a combination of two or more topologies. For example, bus
topology connected in each branch of star network is shown in the Fig. 1.3.5.
(Refer Fig. 1.3.5 on next page).

University Question —~ 4

1. What is topology ? Give different type of topology and its use. ‘GIU: Dec.-11, Marks 5

EEY The Network Edge

m End System, Clients and Servers

e In computer networks the computers connected to internet are referred as end
systems. The end systems are also called as hosts as they host application
programs such as web browser program, a web server program an e-mail reader
program.
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Node Node Node
Node Node Node

Switch I
Node Node Node

- - |

Fig. 1.3.5 Hybrid topology

e The hosts are further divided into clients and servers. Clients are desktop and
mobile PCs whereas servers are more powerful devices such as web servers and

mail servers.

‘Client program : A client program is a program running on one end system that
requests and receives a service from a server program running on another end system.

0 Connection Oriented and Connectionless Services

o/CE)(nnection oriented and connectionless are the two types of services, that is
_~~ offered by the layer.

e In connection oriented, direct path is established between source and destination.

The telephone system is the example of the connection oriented service. This type
of service provides a substantial amount of care for the user data.

: AN q . - ~ ,{I -

e The connectionless (also called datagram) service goes directly from an  idle

condition into a data transfer mode, followed directly by the idle condition.

EFach message carries

" i w55 service is comparable to mailing a letter.
e The connectionless I e sudl

the full destination address, and each one is routed through

independent of all the others.

TeALAIAAL DHRLICATIONS - An uo thrust for knowledge
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—

e E P ; . o § :
ach service can be characterized by a Quality Of Service (QOS). Some services

are reliable in the sense that they never lose data.

S » . " - 'n - . . 3 i < 4
Usually, a reliable service is implemented by having the receiver acknowledge the
receipt  of each message, so the
acknowledgeme

sender is sure that it arrived. The

. nt process introduces overhead and delays, which are often worth
it but are sometimes undesirable.

Fig. 1.4.1 shows : . : - i
8- 1.4.1 shows the connection oriented and connectionless service operation.

Connectionless ::> Idle - No connection

f

Data transfer
) .
v NI

Idle - No connection

|
!

Idle - No connection

Connection-oniented [ >
.

|
!

Connection established

|

\

Data transfer

) )
)

1

Connection release

Idle - No connection ) ¢ Y gy

Connectionless (:> No Acks, no flow control and no error control
Connection-oriented ::> Acks, flow control, error recovery

Fig. 1.4.1 Connectionless and connection oriented service

University Question

1. Give difference between connection oriented versus connectionless services.

E GTU : Winter-13,14, Marks 7
EE3 Network Core

e The network core is referred as the mesh of routers that interconnect the Internet's
end systems.
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* Different switching techniques are used for data transmission within the network.

Basic methods of switching are : Packet switching, Circuit switching and Message
switching.

Switching Fabric

* Component of packet switching are as follows :
Input ports

1

2. Number of output ports
3. Switching fabric

4. Routing processor

* Capacity of switch is the maximum rate at which it can move information,

assuming all data paths are simultaneously active. Circuit switch must reject call if

— cannot find a path for samples from input to output . Packet switch must reject a
packet if it can find a buffer to store it awaiting access to output trunk.

e Fig. 1.5.1 shows packet
switch components.

- o In  packet switch, [~ R
physical and data link § = zg;&"él - S‘;V;tgnéng ~ \_output
function are performed ‘g_ — | (Processor) - > [ ports
by input ports. It = N
constructs the packets e
from bits and perform
error correction and
detection. Fig. 1.5.1 Packet switch components

o It transfer data from input to output. It usually consists of links and switching
elements.

e The routing engine looks-up the packet address in routing table and determines
which output port to send the packet. It performs functions of network layer. Each
packet is tagged with port number. The switch uses the tag to send the packet to
the proper output port.

e Simplest switch fabric is a shared bus. Switch fabrics are created from certain
building blocks of smaller switches '
arranged in stages. — —

e The simplest switch is a 2x2 switch, 'gggtt Ootpt
which can be either in the through or =k

crossed position.

Fig. 1.5.2 Crossed position
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m ‘Packet Switching

* Packet switching is often used in computer networks where individual users have
need of the channel intermittently. While using the channel the application
requires high bandwidth, but most of the time, each user does not require that
channel at all. Such applications, characterized by a high peak to average
requirement for capacity, are calied bursty and are ideal for packet switching.

In packet switching, messages are broken into short blocks and interleaved with |
other messages. Thus, users queue for the channel and share it with one another
efficiently. Data is sent in individual packets. Each packet is forwarded from
switch to switch, eventually reaching its destination. Each switching node has a f

small amount of buffer space to temporarily hold packets. If the outgoing line is

busy, the packet stay in queue until the line becomes available. Packet switching
handles burstly traffic well.

o Packet switching method uses two routing approaches :
1. Datagram and 2. Virtual circuit.

1) Datagram Packet Switching

¢ In datagram each packet is routed independently through the network. Header is
attached to each packet. It provides all of the information required to route the
packet to its destination. While routing the packet, the destination address in the
header are examined to determine the next hop in the path to the destination. If
the required line is busy then the packet is placed in the queue until the line
becomes free. Packet share the transmission line with other packets. Then it deliver
to the destination. Datagram approach is also called connectionless.

Disadvantage of datagram approach is a lot of overhead because of independent
routing. Another disadvantage is that packet may not arrive in the order at
destination in which they were sent.

Since each packet is routed independently, packets from the same source to the
same destination may traverse through different paths. This is shown in Fig. 1.5.3.

Packet 1

Station 2
destination

Packet 2

Station 1
source

Packet 1
o—
—_—

che: 2
Packet 2

Fig. 1.5.3 Connectionless packet switching
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e T i
he packets at station 2 or destination may arrive out of order,

may be i inati
ay required at the destination. At each node a routing table is maintained

which specifies the next h :
ops that is to be taken b )
destination. aken by packets for the given

and resequencing

2)‘ Virtual Circuit Packet Switching

~~ ® In virtual circuit packet switching a fixed path between a source and a

destination is established prior to transfer of packets.

Connection-oriented network is also known as virtual circuit. Virtual circuit is
similar to telephone system. A route, which consists of a logical connection is first
established between two wusers. The connection that is established is not a
dedicated path between stations. The path is generally shared by many other
virtual connections.

e The process is completed in three main phases -
i) Establishment phase.

ii) Data transfer phase.

iii) Connection release phase.

i) Establishment phase :

e During setting up of logical connection, the two users not only agree to setup a
connection between them but also decide upon the quality of service associated
with the connection. After this the sequences of packetized information are
transmitted bidirectionally between the nodes. The information is delivered to the
receiver in the same order as transmitted by sender.

ii) Data transfer phase : |
e During this phase it performs flow control and error control services.

e The error control service ensures correct sequencing of packets and correct arrival
of packets.
e Flow control service ensures a slow receiver from being overwhelming with data

from a faster transmitter.

iii) Connection release :

. i lose down
When the station wish to ¢ ' . e i
) onnection with a clear request packet. Fig. 1.5.4 shows the virtual circ

the virtual circuit, one station can terminate

the ¢
packet switching.

o wnns olIBIICATIONS™- An up thrust for knowledge
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Station 2
(Destination)

" Station 1 =

(Source) | ?ac\(\e\-

NN

5

Fig. 1.5.4 Virtuai circuit packet switching

m Advantages of Packet Switching

L. Uses resources more efficiently.

2. Very little setup or tear down time.
3. It is more flexible. i.e. packets can be routed through any switching node.
4. Improved bandwidth.

5. Small sized packet reduces transmission delay.

gwi)l Disadvantages of Packet Switching

1. Complex protocol for packet switching.
2. Algorithms are more complicated.

3. Difficults to bill customers.

4. Switching processor must be powerful.

5. Packets may lost during switching.

EEEX Circuit Switching

L/

7

-

2 T telephone system as it historically developed was designed for voice and

analog signals. Sending data requires bandwidth. The amount of bandwidth
needed is directly related to the data rate that is desired. An analog voice signal
contains its data in a relatively narrow bandwidth, in proportion to the amount of
data it carries.

For voice signals, a relatively large amount of distortion is

acceptable, since the
human ear can understand voice even with distortion th

at looks severe to the eye.
For digital signals, these distortions may cause the receiver to misinterpret ihe

signal that is sent and so produce an error. The regular telephone loop from the
local office to the phone is guaranteed by the phone company to have some

specific characteristics. This type of line is the lowest performance line called
voice grade conditioning. ==

Similar line characteristics are offered by telephone companies on the lines that o
between phone company offices. These interoffice lines are called trunks Aﬁy

phone line can connect one user to another user through the phone system, the
4
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user has a line assigned randomly, through the phone offices. This is called the
dial-up or switched network.

Telephone networks are connection oriented because they require the setting up of
connection before the actual transfer of information can take place.

* An end-to-end path setup beginning of a session, dedicated to the application, and
then released at the end of session. This is called circuit switching. Circuit
switching is effective for application which make comparatively steady use of
channel. Fig. 1.5.5 shows the circuit switching.

Switching office

—6 o o o}
—0 of— —fo o
o o O-----O
3. © o, O]
0., o— —o . O
0 "o —0 o
O] o o—
—fo o o o
—o__of— —o o

Fig. 1.5.5 Circuit switching

For application which need greater performance than these dial up lines can offer,
telephone companies offer specially conditional lines. These lines both from the phone to
the office and between phone offices, provide better frequency response and time delay
characteristics. This kind of conditioned line is leased by the user. The term dedicated
and leased are used when the phone company has set a side a conditional line for a

communications link.

Advantages of Circuit Switching
1. Fixed bandwidth, guaranteed capacity.

7. Low variance end to end delay.

Disadvantages

1. Connection setup and tear down introduces extra overhead.
2. User pay for circuit, even when not sending data.

3. Other user cannot use circuit even if it is free of traffic.
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‘EI Message Switching

this form of
Message switching is used to describe the telegraph network. When thi X

: . b t.w 2
switching is used, no physical copper path is established in advance Dbetween

sender and receiver. When the sender has a block of data to be sent, it 1S storefi i
the first switching office i.e. router and then forwarded later, one hope at.a Hme
Each block is received in its entirely, inspected for errors, and then transmitted. A
network using this technique is called a store and forward network.

The message was punched on paper tape off line at the sending office and then
read in and transmitted over a communication line to the next office along the
way, where it was punched out on paper tape. An operator tore the tape off and
read it in on one of the many tape readers, one per outgoing trunk. Such a
switching office was called a torn tape office.

With message switching, there is no limit on block size, which means that routers
must have disks to buffer long blocks. It also means that a single block may tie up

a router, router line for minutes, rendering message switching uses for interactive
traffic.

Message switching does not involve a call setup. It can achieve a high utilization
of the transmission line. Message switching is not suitable for interactive
applications. Fig. 1.5.6 shows the message switching.

Message 2|  Store Message 2 — Store | Message 1
and and
forward forward
N
N ©
52\99‘ %
We® 2 l
D
=
Message 1 Store Store Message 2
= and and ——= |
forward forward

Fig. 1.5.6 Message switching

Advantages of Message Switchiﬁg

1. Efficient traffic management.

2. Reduces network traffic congenstion.

3. Efficient use of transmission channel.
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Disadvantages of Message Switching

1. Because of store and forward, transmission delay is in deduced.

2. Each node requires large capacity for storing.

Comparison of Packet Switching, Message Switching and Circuit

| Switching

131(; Circuit switching Packet switching Message switching

- 1. There i§ physical No physical path is No physical path is set in

connection between established between advance between
transmitter and receiver. transmitter and receiver. transmitter and receiver.

2 All the packet uses same Packet travels Packets are stored and

' path. independently. forward.

3. Needs an end to end path No needs of end to end Same as packet switching.

B before the data path before data

transmission. transmission.

4. Reverses the entire Does not reserve the Same as packet switching.
bandwidth in advance. bandwidth in advance.

5. Charge is based on distance  Charge is based on both Charge is based on number
and time, but not on traffic. = number of bytes and of bytes and distance.
connect time.

- 6.  Waste of bandwidth is No waste of bandwidth. No waste of bandwidth.
possible. i - |

._:; 7 Congestion occur for per Congestion occurs for per No congestion or very less
minute. packet.  comgestam,

. 8 It cannot support store and It support store and It also support §to.re and ‘

S forward transmission. forward transmission. for—u:a.rc‘i_ transmission.

9 Not suitable for handling Suitable for handling Same as circuit switching.

~ interactive traffic. interactive traffic.

10 ~ Recording of packet can Recording of packet is Same as packet switching.

~ never happen with circuit possible. B
switching.
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/Delay and Loss in Packet-Switched Networks

|
/" e A packet during its travel from one node to the subsequent node (host or router
it suffers from different types of delays at each node.

o Some inportant types of delays are :
1. Processing delay

2. Queuing delay ‘
3. Transmission delay
4. Propagation delay i

o All delays accumulated together and result in a larger delay called total nodai &
delay.

B2l Processing Delay B

e Processing delay is a nodal delay and it is defined as the time required e\nnmu\
(4 ) |

the packet's header and determining where to direct the packet. |
o The processing delay is denoted by d o 1
e Processing delay also include delay due to the time needed to check for bitle Ll‘i I

errors in the packet that occurred in transmitting the packet's bi t01t ’n tthe
ackets bits from the)

upstream router to other router.

3
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(1.6.2. Queuing Delay

Net

After nodal Processin
g delay, the router directs the packet to th
precedes the link to subsequent router. ’ ol v

* The queuing delay is denoted by d

e The qumfing delay is observed at the queue, the packet experiences a queuing
delay as it waits to be transmitted over the link.

queue*

The queuing delay of a specific packet depends on earlier-arriving packets that are
queued and waiting for transmission across the link.

* The delay of a packet can vary significantly from packet to packet. If the queue is

empty and no other packet is currently being transmitted, then packet's queuing
delay zero.

* When the traffic heavy and various other packets are waiting to be transmitted,
the queuing delay will be long..

EEEE Transmission Delay
/

* The transmission delay is defined as the amount of time required to transmit all
of the packet bits over the link.

* The transmission delay is denoted by d,, ..
* The transmission delay is also called as store-and-forward delay.

e The transmisssion delay is expressed as the ratio of packet length (bits) to

transmission rate of the link (bits/sec).
Packet length

ansmisssion rate

T ission delay = i

ransmission delay = — =i

lm/Pr’opagation Delay
/ The propagation delay is defined as time required by a packet to propagate from
/ transmitting node to the receiving node.

e The propagation delay is denoted by d, .
The propagation speed of a packet depends on characteristic of physical medium
of the link and the distance between the nodes.

EEFE3 Total Nodal Delay

‘e The total nodal delay exprienced by a packet is sum of processing delay, queuing
delay, transmission delay and propagation delay within a network.

e The total delay is very significant parameter of a network.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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Total nodal delay =_fj<P“’C + Aol o dtmr}i_+ dP{"_P_,_#

Protocol Layers and Their Service Models

* A computer network must provide general, cost effective, fair and rObust:
connectivity among a large number of computers. Designing a network {0 meet
these requirements is no small task. ;
To deal with this complexity, network designers have developed genera]

blue prints - usually called network architectures. It guides the design andf
implementation of networks. |

EF i Layered Architecture

e Following factors should be considered.

e The network software is now highly structured.

" Fre72| Protocol Hierarchies

* Computer network is designed around the concept of layered protocols or
functions. For exchange of data between computers, terminals or other data
processing devices, there is data path between two computers, either directly or
via a communication network.

1. The source system must either activate the direct data communication path or
inform the communication network to the identity of the desired destination
system.

2. Provide for standard interface between network functions.

3. Provide for symmetry in function performed at each node in the network. Each
layer performs the same functions as its counter part in the other node of |
network.

Most of all networks are organized as a series of layers, each one built upon the
one below it. Because of layer, it reduces the design complexity.

In layer protocols, a layer is a service provider and may

Is, a consists of several service
functions. Function is a sub system of a layer.

Each subsystem may also be made up of entities, An entity is

< i I.Zed
module of a layer or subsystem. a speciall

Name of the layer, total number of layer, function

and content of each layer differ
from network to network.

Protocols are the rules that govern network communication,

TECHNICAL PUBLICATIONS"™- An up thrust for knowledge
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e Fig. 1.7.1 shows the five layer network.

HOSTA HOST B
Layer5 |- ayerS protocol -1 Layer5
A A
Y \
Layer4 |«--l@¥erdprotocol [0 0
: A

Y
Layer3 |=._Lo¥er3protocl [0
1 !

Y L
Layer 2 | . — _L_a_ygr_2_ EI’_OEO_C?'_ - Layer 2
1 ]

Y )
Layer 1 protocol
Layer 1 [ = = L Layer 1
T A
Y Y

Physical medium

e Layer n on one node carries on a conversation with layer n on other node.

* The entities comprising the corresponding layers on different machine are called

peers.

e The actual data flow is from upper layer to its below layer and then from physical

medium to destination layer.

e Between each pair of adjacent layers is called interface. The interface defines
which primitive operations and services the lower layer offers to the upper one.

Layer 4/5 interface

Layer 3/4 interface

Layer 2/3 interface

Layer 1/2 interface

Fig. 1.7.1 Layers, protocols and interfaces

e A set of layers and protocols is called a network architecture.

Interfaces and Services

¢ The process provides a common technique for the layer to communicate with each
other. The standard terminology used for layered networks to request services is

provided.

e In Fig. 1.7.2 the layers N+1, N and N-1 are involved in the communication
process for layer communication, with each other.

o Following components are involved and their function is as follows :
2. Protocol Control Information (PCI)

3. Protocol Data Unit (PDU) 4. Interface Control Information (ICI)

1. Service Data Unit (SDU)

5. Interface Data Unit (IDU)
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Layer N + 1 —
IDU
\ \ ICI
PCI S
PDU DEE—— R (0]
Y
Layer N
IDU
Layer N—-1 ‘
Sbu
/ ICI
Etc.
Fig. 1.7.2 Communication between layers
Sr. No. Name Function
1. SDU  Transfer user data by layer N+1 to layer N and N-1.
2. PCI To perform service function, it is used to exchange i ‘f . 2
entities at different sites on the network. ge¢ nformation by peer
3.  PDU Combination of the SDU and PCL
4. ICI It passes temporary parameter betwe s
fungtion. . ¥ en N and N-1 to invoke service
¥ IDU  The total unit of information transferred across the 11):;wl;o:;;i;"‘:x_W.M.W_WWW,‘,‘.‘
ek ries. '

o When the IDU from layer N+1 passes to layer N, it becomes the SDU to that
0 a

layer. PCI is added to SDU at layer N. ICI performs its f A
uncti : ;
Another ICI is added to PDU at layer N and it becomes IDU E)onlﬂnd is discarded.

full protocol unit is passed through each layer. ayer N-1. Thus a

e Each layer adds header to data. This header is used by the )
another node of the network to invoke function. This process rEI:EGr layer entity at
each layer. beats

itself through
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e As each unit traverses through the layer, it has a header added to it i.e. user data

and header (SDU and PCI). This full protocol data unit is passed onto the
communication path, where it arrives at the receiving site.

In short, each layer added its header to user’s data and passes to its next layer.
This layer process on that data and adds its own header and provides to next
layer for processing. Through transmission channel data passes to receiving site.

e Fig. 1.7.3 shows the communication between two sites in a network.

Transmitting Receiving

Header 1 Data Header 1 Data

el N 7

Header 1 Data |—— N+ 1 Layer

Header 1 Data

~\ ~

Header 2 Header 1 Data Header 2 Header 1 Data

e N/

Header 2 | Header 1 Data —— N Layer Header 2 | Header 1 Data |~

T~ R

Header 3 Header 2 | Header 1 Data Header 3 Header 2 | Header 1 Data
Header 3| Header 2 | Header 1 Data {Ja;;r_ Header 3 | Header 2 | Header 1 Data I

Ny i)

Transmission medium

Fig. 1.7.3 Communication between two sites in a network

PTH Relationship of Services to Protocols

o Service interface provides an entry point that users use to access the functionality

exposed by the application.

Service interface is usually network addressable.

Service irterface provides a much more coarse-grained interface while preserving
the semantics and finer granularity of the application logic. It also provides a
barrier that enables the application logic to change without affecting the users of

the interface.

The service interface should encapsulate all aspects of the network protocol used
for communication between the user and service. For example, suppos€ that a

TECHNICAL PUBLICATIONS" - An up thrust for knowledge
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@ EEF osI Reference Model (et

4) Each layer should perform a well defined function.

twork. User
service is exposed to consumers through HTTP over a TCP/IF ne can

. . blished t
implement the service interface as an ASP.NET component pt 08
well-known URL. 'j

-13,14; Dec-10.1L Stmperld

\GTU!: Winte

ine a common wa
The ISO was one of the first organizations to formally define a co y to

terco i
connect computers. Their architecture, called the Open System Interconnection
(OSI).

The International organization for standardization developed the Open System

Interconnection (OSI) reference model. OSI model is the most widely used mode]
for networking.

OSI model is a seven layer standard.

The OSI model does not specify the communication standard or protocols to be
used to perform networking tasks.

OSI model provides following services. - K

1) Provides peer-to-peer logical services with layer physical implementation.

2) Provides standards for communication between system. T

3) Defines point of interconnection for the exchange of information between

system. -

-

5) Narrows the options in order to increase the ability to communicate

without expansive conversions and translations between products.
u

Principles in defining OSI layers

e Following principles are used in defining the OSI layers.

\/’

1. Do not create so many layers as to make the system engineering t

2.

ask of
describing and integrating the layers more difficult than necessary.

Create a boundary at a point where the description of services can be small
and the number of interrelations across the boundary are minimized

Create separate layers to handle function that are manifestly different in the
process performed.

Collect similar functions into the same layer.

Select the boundaries at a point which past experience has demonstrated to be
successful. (

Create a layer of easily localized functions so that the layer could be totally
redesigned and its protocols changed in a major way to ta ;

ke advantage of new

TECHNICAL PUBLICATIONS™- An up thrust for knowiaree
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advances in architecture, hardware or software technology without changing
the services expected from and provided to the adjacent layers.

Create a boundary where it may be useful at some points in time to have the
corresponding interface standardized.

Create a layer where there is a need for a different level of abstraction in the
handling of data.

Allow changes of functions or protocols to be made within a layer without
affecting other layers.

10. Create for each layer boundaries with its upper and lower layer only.

e Fig. 1.8.1 shows the OSI 7 layer reference model.

APDU 7
PPDU 6
SPDU 5
TPDU 4
Packet 3

Frame 2

Bit

End host End host
Application |« Protocol ~|  Application
Presentation Proloos »! Presentation

Protocol
Session > Session
Protocol
Transport Transport
Network fe——> Network - Network > Network
Data link > DLL <17 DLL - - Data links
Physical > Physical y Physical - Physical
Internal protocol

Fig. 1.8.1 Layer of OSI model

lm Layers in OSI Models

1. Physical Layer
e Physical layer is the lowest layer of the OSI model. Physical layer co-ordinates the
functions required to transmit a bit stream over a communication channel. It deals

From data link Iayﬂ

\i

Node - 1

Physical —»
layer

Physical

Bit stream

To data link layer

1

Node - 2

\/

medium

l«— Physical

Bit stream layer

Fig. 1.8.2 Physical layer
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ission media. [t
. o . and transmis
- with electrical and mechanical specifications of interface ¢

. mission.

also deals with procedures and functions requlred for trans o et layer (0
o ) d the n a

The position of physical layer with transmission medium an

link layer) is shown in Fig. 1.8.2

Functions of Physical Layer

. ion issue of physical
1. Physical characteristics of interfaces and media : The design 1 phy

: s : ices and transmission
layer considers the characteristics of interface between devi
media.

. i lectrical
2. Representation of bits : Physical layer encodes the bit stream into e or
optical signal.

3. Data rate : The physical layer defines the duration of a bit which is called as data
rate or transmission rate.

4. Synchronization of bits : The transmission rate and receiving rate must be same.

This is done by synchronizing clocks at sender and receiver. Physical layer
performs this function.

2. Data Link Layer

e The data link layer is responsible for transmitting frames from one node to the

next. It transforms the physical layer to a reliable link making it an error free link
to upper layer. Fig. 1.8.3 shows data link layer.

From network layer

|

| 1 Frame

Header 2 Data Trailer
L |

To network layer

Data link —
layer

Header 2 Data

Trailer ~<+— Data link
| layer

/

To physical layer

From physical layer

Node 1 Node 2

Fig. 1.8.3 Data link layer
Functions of Data Link Layer

1. Framing : The frames received from network laver ic A:..:
ayer 18 divided j
units called frames. into Manageable data
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2. Physical addressing : When frames are to be sent to different LANSs, the data link
layer adds a header to the frame to define sender or receiver.

3. Flow control : When the rate of the data transmitted and rate of data reception- by
receiver is not same, some data may be lost. The data link layer imposes a flow
control mechanism to prevent overwhelming the receiver.

4. Error control : Data link layer incorporates reliability to the physical layer by
adding mecharism to detect and retransmit damaged or lost frames.

5. Access control : When multiple devices are connected to same link, the data link
layer determines which device has control over link.

3. Network Layer : .
o The network layer is responsible for the delivery of packets from the source to
destination. Fig. 1.8.4 shows network layer.

From transport layer To transport layer
[

i | Packet [ | Packet

Header 3 Data Network :—Header 3| Data

: j / layer \ ——— :
ﬁu
Y

Todatalink layer f-----==-=-------—---- From data link layer

Node-1 Node-2
Fig. 1.8.4 Network layer

Functions of Network Layer

1. Logical addressing : Data link layer implements physical addressing. When a
packet passes network boundary, an addressing system is needed to distinguish
source and destination, network layer performs these function. The network layer
adds a header to the packet of upper layer includes the logical addresses of sender
and receiver.

2. Routing : Network layer route or switch the packets to its final destination in an
internetwork.

4. Transport Layer :

e The transport layer is responsible for delivery of message from one process to
another. The network does the host to destination delivery of individual packets

TEAUAIAAL DIHRIICATIONS™. An iin theiint far bnaudadaa
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that the who),!

T QnSLlI'CS Olg |

considering it as independent packet. But transport layt ol and process contro\?
. T < 5 .

message arrives intact and in order with error con |

Fig. 1.8.5 shows transport layer.

To application layer g
From application layer 1

Segments |
i 1

- 4 Data
Header4| Data Hy Data Network Header ‘
I I

l S i } /layer\\

To network layer From network layer |
DLL DLL \
Physical f----------------=-""7"7"7"77 Physical z‘

Fig. 1.8.5 Transport layer 7

1. Port addressing : Computer performs several operations simultaneousl_\f..‘{
Process-to-process delivery means specific process of one computer must be

delivered to specific process on other computer. The transport layer header

therefore include port address.

Network layer delivers packet to the desired computer and transport layer, gets

message to the correct process on that computer.

|
i

2. Segmentation and reassembly : A message is divided into segments, each segment

i
;
1
|
!
n
4
l
|
!
: . & |
contains a sequence number which enables transport layer to reassemble at\
destination. |

!

3. Connection control : Transport layer performs connectionless or connectioux
oriented services with the destination machine. 1

|

i

4. Flow control : Transport layer performs end-to-end flo
W control while data link
layer performs it across the link. while data lin

5. Error control : Error control at this layer is performed on end-to end basis rathel
. d Sis

than across the link. The transport layer ensures error free transmiss: s

ansmission.

5. Session Layer :

e The session layer is network dialog controller i.e. it establishes ang ize

g : ) . S S . i 7e8

the interaction between communication system. Fig. 1.8.6 shows and synchroniz¢
TR § session layer.
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From presentation layer To presentation layer

Data Data
Header 5| Synch Synch Header 5| Synch Synch
i
Sessicn layer Session layer
To transport layer From transport layer
3
\
Network layer Network layer
DLL DLL
Physical layer —»| Physical layer

Fig. 1.8.6 Session layer
Functions of Session Layer

1. Dialog control : Communication between two processes take place in either half
duplex or full-duplex mode. The session layer manages dialog control for this
communication.

2. Synchronization : Session layer adds synchronization points into stream of data.

6. Presentation Layer :
e The presentation layer deals with syntax and semantics of the information being
exchanged. Fig. 1.8.7 shows presentation layer.

Functions of Presentation Layer

1. Translation : Different computers use different encoding systems. The presentation
layer maintains interoperability between the two encoding systems.

2. Encryption : Encryption is transforming sender information to other form to ensure
privacy while transmission. Decryption is a reverse process.
3. Compression : Compression is a technique of reducing number of bits required to

represent the data.

e iiivimas miimii~AATIANMCY_ An iin thriet far knowledae
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i~ation layer
To application
From application layer
Data L7
Data L7 )

1 |

: : / layer \

1 |

. v |

Decoded, decrypted

Encoded, encrypted and decompressed data

Header 6 and compressed data

1

i

i

1

Presentation )\
|

|

|

|

|

\

Data L6 Data L6

To session layer From session layer

i
{

1

{

\.

1

Fig. 1.8.7 Presentation layer |

7. Application Layer l’
l

o Application layer is responsible for accessing the network by user. It provides use
interfaces and other supporting services such as e-mail, remote file access, ﬁl
transfer, sharing database, message handling (X.400), directory services (X.500).

Functions of Application Layer

l
1. Network virtual terminal : It is a software version of physical terminal that allowl
a user to log onto a remote host. \

2. File Transfer, Access and Management (FTAM) :

in remote hosts, to retrieve files and t f y t : ﬁl
, 0 manage files in remot
e computer

3. Mail services : E-mail forwarding, storage are the serviceg under thi X
. . 1S category.

4. Directory services : Directory services include access for global : g' Iy 1

distributed database. global information and

University Questions

\______,_/
lng “Pproach in OSI model 2

1. Draw diagram of OSI reference model ?What are the benefits of 1
ayer
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i 2. Which of the OSI layers handles each of the following :

a) Determine which route through the subnet to use.
b) Dividing the transmitted bit stream into frames.
c) Encryption and compression of the information.

d) Flow control between source and destination node.

3. What is OSI model ? Draw diagram and explain physical, data link and network layer with its
[GTUZDec.~11, Marks 5

Sfunctions.

4. Explain for OSI reference model with diagram.

5. Explain functions of different layers of OSI model.

BT TCP/IP Protocol ( '

——

0 A )

The internet architecture, which is also sometimes called the TCP/IP architecture

after its two main protocols.

TCP/IP stands for Transmission Control If&otgcol / Internet Protocol.

The TCP/IP reference model is a set of protocols that allow communication across

multiple diverse networks.

TCP/IP is normally considered to be a four layer system. Layers of TCP/IP are
Application layer, Transport layer, Internet layer, Host to network layer.

Host to network layer is also called physical and data link layer.

The application layer in TCP/IP can be equated with the combination of session,
presentation, application layer of the OSI reference model.

Fig. 1.5.1 shows TCP/IP reference model.

TCP/IP defines two protocol at transport layer : JeEicationrayes

TCP and UDP.

User Datagram Protocol (UDP) is connectionless Transport layer
protocol.

UDP is used for application that requires quick but Internet layer

necessarily reliable delivery.

Internet layer also called network layer. Internet
layer handles communication from one machine to
the other. Routing of packet takes place in inte

1 & pe p hierget Fig. 1.9.1 TCP/IP reference
ayer. model

Host to network

TCP/IP does not define any specific protocol in host to network layer. This layer
1s responsible for accpeting and transmitting IP datagrams. This layer normally
includes the device driver in the operating system.
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ction to computer

e Detailed function of each layer is given below. and services that use ;

1. Application layer : Application layer includes . Jely known applicatiop
the transport layer to deliver data. The most W e}Sim le Mail Transfer:f
protocols are : TELNET, File Transfer Protocol (FTP), P

| (SNMP). TELNET |
Protocol (SMTP) and Simple Network Managemer‘lt I’rotOrCfOtE(3 login over theé
is the Network Terminal Protocol, which prov1des re -:

s livers the electronic |
network. FTP is used for interactive file transfer. SMTP deli |
mail.

all process

ata to the transport layer

. . N s send d
2. Transport layer : Application program d to choose either TCP orf

protocols TCP and UDP. An application is designe
UDP based on the services it needs.
e The transport layer provides peer entities on the source

carry on a conversation. Both ends protocol is defined in this layer. TC_P is reliable |
connection oriented protocol that allows a byte stream originating on one
computer to be delivered without error or any other computer in the internet. It
converts the incoming byte stream into discrete message and passes each one onto |
the internet layer. At the destination side, the receiving TCP reassembles the |
received data or messages into the output format. TCP also handles flow control. |
It synchronizes between fast sender and slow receiver. UDP is a connectionless |
protocol. Sometimes this type of protocol is used for prompt delivery. The relation ',

of the protocols is shown in the Fig. 1.9.2.

Telnet FTP SMTP - DNS Application layer

TCP UDP Transport layer

Internet layer

LAN X.25 Packet radio

Host to network layer

Fig. 1.9.2 Relation of protocol in TCP/IP mode|

3. Internet layer : The Internet network level protocol (e

and destination hosts to |

Co

. : AR / p
machine to machine communications. RP, 1CMP) handle :

e These protocols provide for transmission and reception of tr
handle network level control. The TCP/IP internet |
to another; even if the hosts are on different netyw
to move data is the Internet Protocol (IP), which p

ansport requests and

ayer moves data from one host

orks. The Primary

. protocol used
rovides the follow

ing services :
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a. Addressing : Determining the route to deliver data to the destination host.

b. Fragmentation : Breaking the messages into pieces if an intervening network
cannot handle a large message.

It provides a connectionless method of delivering data from one host to another. It
does not guarantee delivery and does not provide sequencing of datagrams. It
attaches a hcader to datagram that includes source address and the destination
address, both of which are unique internet addresses.

4. Host to network : This layer is also called network interface layer. This layer is
same as physical and data link layer of OSI model. Host to network layer
cannot define any protocol. It is responsible for accpeting and transmitting IP
datagrams. This layer may consist of a device driver in the operating system
and the corresponding network interface card in the machine.

»
\ AN ot

EIEER Comparison of the OSl and TcPP® L (¢

Fig. 1.9.3 shows the OSI and TCP/IP model.

Application layer

Presentation layer Telenet FTP DNS
Session layer Application layer
TCP UDP
Transport layer

Transport layer

IP

Network layer

Internet layer

Data link layer

Host to network
LAN X.25

Physical layer

OSI| model TCP/IP model

Fig. 1.9.3 OSI and TCP/IP model
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— e Tl
e TCP |1 Com
Sr. No. osl e o —

AL L Tlagers dfayers e il |
2 Model was first defined before Model defined after protocol  were ’
e implementation takes place. implemented;MM st i |
i3~ OSI model based on three concept ~TCP/IP model did not .origi.nztill)f/ clearly |
: Le. service, interface and protocol. distinguish between service, interiace and
protocol. =
4. OSI model gives guarantee of reliable ~ Transport layer does. not  always
\ delivery of packet. guarantee the reliable delivery of packet.
D OSI  does not support internet TCP/IP support.
working.

6. Strict layering. i Lossely layered.
7 Support connectionless and  Support only connection-oriented :
connection-oriented =~ communication = communication in the transport layer. i
in the network layer. "

e An Internet employing TCP/IP protocols use

Addressing in TCP/IP

i

1. Physical (Link) addresses
2. Logical (IP) addresses

3. Port addresses

4. Speci

fic addresses

s four levels of addresses :

e Fig. 1.10.1 shows level of addresses in TCP/IP.

Addresses
1] 2] |
Physical Logical Port
addresses addresses addresses Specific
addresses

e Each address type is related to a specific 1
Fig. 1.10.2 shows the relationship of layers

Fig. 1.10.1 Addresses in TCP/Ip

ayer in TCP/Ip architecture.

and addresses in TCP/1p
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Application layer Processes =—>>| Specific addresses
Transport layer SCTP TCP UDP = Port addresses
Network layer P [:::> Logical addresses

Data link layer

phygigglerzlgitnw%rks —>>| Physical addresses

Physical layer

Fig. 1.10.2 TCP/IP layers and associated addresses
EElEN Physical Addresses

o The physical address is the lowest level address and is also referred as link
address. The physical address of a node is defined by its LAN or WAN. The
physical address is included in the frame by the data link layer.

e The size and format of physical addresses vary depending on the network. It has
authority over the network. At data link layer, the frame contains physical (link)
addresses in the header. The data link layer at sender receives data from upper
layer, encapsulates the data in a frame, adds an header and trailer. Only the
station having matched address with destination address accepts the frames. The
frame is checked, the header and trailer are dropped and data is decapsulated and
delivered to upper layer. (See Fig. 1.10.3 on next page)

m Logical Addresses

* Logical addresses are independent of underlying physical networks. Since different
networks can have different address formats hence a universal address system is
required which can identify each host uniquely irrespective of underlying physical
networks. Logical addresses are necessary for universal communications. It is a
32-bit address which uniquely defines host connected to Internet.

The physical addresses changes from hop to hop, but the logical address usually
remains the same.
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Destination address does
not match, data packets are dropped.

Sender

Data
Data Trailer
18 | 27 Data 18 | 27 Data
Destination S
address OGS
address

% %

- —p

Fig. 1.10.3 Physical addresses

EERY Port Addresses

e The IP address and physical address are necessary for data to travel from source
to destination. But a communication process involves TELNET and FTP which
requires addresses. In TCP/IP architecture, the label assigned to a process is called
port address. In TCP/IP the port address is of 16-bit.

R E Specific Addresses

e Specific addresses are designed by users for some applications. For example,
evilaas@in.com and the Universal Resource Locator (URL), www.vtubooks.com.

The first example defines the recipient of e-mail and second example is used to
find a document on the world wide web.

The specific addresses gets changed to corresponding port and logical addresses
by the station or host who sends it.

Qad
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